WITS Security Request Form 
DBH0040


In accordance with the EHR Information Management Policy DBH-11-21 and the WITS Access Guidlelines, Regional WITS Administrators are responsible for creating, modifying, and revoking agency staff member accounts. 

Regional WITS Administrators will submit the completed and signed WITS Security Request form to the WITS Administrator using the Account Administration Support Ticket within 5 business days of the request date. Submit a completed and signed WITS Security Request form to the WITS Administrator each time an account is created, permissions are modified or requested, and when an account is revoked. Email questions to the WITS Helpdesk at DBHWITSHD@dhw.idaho.gov or call 208-332-7316.

	[bookmark: _GoBack]Request Type:   |_| New User     |_| Edit Permissions     |_| Revoke Permissions - Effective:      
Date:      
[bookmark: Text1]Region:       
First Name:            Last Name:      
Professional Credentials:                                 Email Address:       
Job Title:             
Supervisor:          
Client Access Categories:  |_| Adult    |_| Child     |_| (Adult and Child)*  |_| Other:      *
|_| Check here if individual is to have access to ALL facilities under the agency.  Otherwise, please list the facilities the individual will need access to:
     
*Written justification is required below.

	Individual will need the following permissions (please select): 



	         Job Description
	Standard Job Function Roles
	Standard Role Attributes

	[bookmark: Check1]|_|
	Regional WITS Administrators
	Agency Administrator
Case Re-Open
Clinical Supervisor
Clinical (Full Access)
Create Agency Claim Batch
Dispensary Inventory (Full Access) 
Dispensary Ordering (Full Access)
Dispense Medications (Read-Only)
Facility Administrator
Staff Administrator
Support Ticket Administrator (Agency)
	Agency Billing
Billing Encounter List
Client Diagnosis
Manage Staff Schedules
PS Court (Read-Only)
Vendor Management
Vendor Payment 


	[bookmark: Check2]|_|
	Clinical Supervisors
	Clinical (Full Access)
Dispensary Inventory (Read-Only)
Dispensary Ordering (Read-Only)
Dispense Medications (Read-Only)
	Client Diagnosis
PS Court (Full Access)
Release to Billing
Manage Staff Schedules

	[bookmark: Check3]|_|
	Clinical Staff
	Clinical (Full Access)
Dispensary Inventory (Read-Only)
Dispensary Ordering (Read-Only)
Dispense Medications (Read-Only)
	Client Diagnosis
PS Court (Full Access)
Release to Billing
Manage Staff Schedules (Read-Only)

	[bookmark: Check4]
|_|
	Administrative Staff
	Clinical (Read-Only)
	Admission (Full Access)
Client Profile (Full Access)
Consent (Full Access)
Discharge (Full Access)
Intake (Full Access)	
Manage Staff Schedules
Non-Treatment Team Access
Notes (Full Access)
PS Court (Read-Only)
Vendor Management
Vendor Payment 
Waitlist (Full Access)

	[bookmark: Check5]|_|
	Medical Staff
	Clinical (Full Access)
Dispensary Inventory (Full Access)
Dispensary Ordering (Full Access)
Dispense Medications (Full Access)
	Client Diagnosis
PS Court (Read-Only)
Release to Billing
Manage Staff Schedules (Read-Only)

	[bookmark: Check6]|_|
	Interns
	Clinical (Full Access)
Dispensary Inventory (Read-Only)
Dispensary Ordering (Read-Only)
Dispense Medications (Read-Only)
	PS Court (Full Access)
Release to Billing
Manage Staff Schedules (Read-Only)


	|_|
	Other

	Identify permissions needed below.
	

	Additional Job Function Roles and Role Attributes outside of standard role access must be approved by the Regional WITS Administrator. 

	Additional Job Function Roles
	Additional Role Attributes

	
|_| Agency Administrator*	
|_| Billing Encounter List		
|_| Case ReOpen*	
|_| Clinical (Full Access)	
|_| Clinical (Read-Only)
|_| Clinical Supervisor*	 
|_| Create Agency Claim Batch     
|_| Create Scheduler Encounter*
|_| Create Facility Claim Batches
|_| Dispensary Inventory (Full Access)
|_| Dispensary Inventory (Read-Only) 
|_| Dispensary Ordering (Full Access)
|_| Dispensary Ordering (Read-Only) 
|_| Dispense Medications (Full Access)  
|_| Dispense Medications (Read-Only) 
|_| Drug Test Results (Full Access)
|_| Drug Test Results (Read-Only)
|_| Facility Administrator 
|_| Oversight (Full Access)*	
|_| Oversight (Read-Only)*	
|_| Staff Administrator*
|_| Support Ticket Administrator (Agency) *
|_| Support Ticket Administrator (Cross Agency) *	
|_| Support Ticket User (Agency)*
|_| WITS Billing Administrator* 

* WITS Administrator Approval Required
¹  Cannot be granted with Vendor Management or Vendor Payment attribute(s).
	
|_| A/P Administrator (Full Access)*
|_| A/P Administrator (Read-Only) 
|_| Admission (Full Access) 
|_| Admission (Read-Only)	
|_| Agency Billing	
|_| Agency Full Access 
|_| Assessments (Full Access)	
|_| Assessments (Read-Only)	
|_| Client Diagnosis
|_| Client Profile (Full Access) 
|_| Client Profile (Read-Only) 
|_| Client Voucher Sign-Off ²
|_| Consent (Full Access) 
|_| Consent (Read-Only) 
|_| Consent (Delete)
|_| Create Scheduler Encounter*
|_| Discharge (Full Access) 
|_| Discharge (Read-Only) Certification must be documented in Staff Profile prior to permission being granted
}

|_| eCAFAS 
|_| ePECFAS	
|_| Group Notes – Add Group
|_| Human Resources (Full Access)
|_| Human Resources (Read-Only)
|_| Intake (Full Access)
|_| Intake (Read-Only)
|_| Manage Staff Schedules
|_| Manage Staff Schedules (Read-Only)
|_| Non-Treatment Team Access
|_| Notes (Full Access) 
|_| Notes (Read-Only)

	
|_| PS Court (Full Access)	
|_| PS Court (Read-Only) 	
|_| Referrals (Full Access)
|_| Referrals (Read-Only)	
|_| Release to Billing	
|_| Reset Logon*
|_| SSRS Agency Reader*	
|_| SSRS Agency User* 
|_| SSRS Cross Agency Reader* 
|_| SSRS Cross Agency User* 
|_| Staff Management (Full Access)*
|_| Staff Management (Read-Only)*
|_| TxEncounter (Full Access) 	
|_| TxEncounter (Read-Only)
|_| TxMedications (Full Access)	
|_| TxMedications (Read-Only)	
|_| TxPlan (Full Access)
|_| TxPlan (Read-Only)		
|_| Vendor Management
|_| Vendor Payment
|_| View Consented Clients
|_| WaitList (Full Access)
|_| WaitList (Read-Only)



	Justification:      




Reminder: DBH employees must complete the following prior to accessing the EHR: 
· IDHW Privacy and Confidentiality Course located on the Knowledge and Learning Center (KLC). The employee must provide the certificate of completion to their immediate supervisor and the RWA. 
· Health Insurance Portability and Accountability Act (HIPAA) Course located on the KLC. The employee must provide the certificate of completion to their immediate supervisor and the RWA. 
· Review the IDHW Privacy and Confidentiality Manual and sign the Acknowledgment of Privacy/Confidentiality Education & Compliance Agreement. The employee must provide a signed copy of the agreement to their immediate supervisor and RWA. 
· Any specialized training to access certain areas of the EHR (e.g., CAFAS, GAIN-I, CA/LOCUS, etc.). 

My signature below serves as a record that I have completed all requirements (as listed above) and will abide by the EHR Information Management policy.


________________________________________________________	_____________________
Staff Signature									Date


My signature below serves as a record that I have reviewed this request and approve of the requested WITS security access. 


_______________________________________________________        _____________________
Supervisor Signature								Date



My signatures below serves as a record that I have reviewed this request, received all required documentation, and have created or modified the user account as described above.  


_______________________________________________________        _____________________
RWA Signature									Date

Created: May 2011   Updated: March 2014

